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Abstract—We intr oducea method for audio-integrity verification based
on a combination of watermarking and fingerprinting . An audio finger-
print is a perceptual digest that holds content information of a recording
and allows one to identify it fr om other recordings. Integrity verification
is performed by embedding the fingerprint into the audio signal itself by
meansof a watermark. The original fingerprint is reconstructedfr om the
watermark and compared with a new fingerprint extracted fr om the ob-
served signal. If they are identical, the signal hasnot beenmodified; if not,
the systemis able to determine the approximate locationswhere the signal
has been corrupted. The watermarked signal may undergo content pre-
serving transformations, such as resampling or D/A and A/D conversion,
without triggering the corruption alarm.

I . INTRODUCTION�
N many applications,theintegrity of anaudiorecordingmust
be unquestionablyestablishedbeforethe signalcanactually

be used,i.e. onemustbe surethat the recordinghasnot been
modifiedwithout authorization.

When dealing with speech,some application contexts in
which integrity mustbeensuredare:� protectionof previously recordedtestimoniesthat are to be
usedasevidencebeforeacourtof law;� protectionof recordedinterviews, which could be editedfor
maliciouspurposes.

Regardingmusicapplications,someexamplesare:� integrity verificationof radioor televisioncommercialsto en-
surethey air asnegotiated;� integrity verificationof musicairedby radio stationsor dis-
tributedon theInternet,in orderto reportunauthorizedmodifi-
cations.

Integrity verificationsystemshave beenproposedasan an-
swer to this need. Two classesof methodsarewell suitedfor
theseapplications:watermarking, which allows oneto embed
datainto the signal, and fingerprinting, which consistsin ex-
tractinga “signature”(thefingerprint)from theaudiosignal.

After a conceptual description of integrity verification
schemesbasedsolely on fingerprinting or watermarking,we
proposea mixed approachthat takes advantageof both tech-
nologies.
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I I . INTEGRITY VERIFICATION SYSTEMS:
A CONCEPTUAL REVIEW

A. Watermarking-BasedSystems

Audio watermarking (see[1] for an introductorypaperon
watermarkingandinformationhiding) consistsin embeddinga
mark(thewatermark) into anaudiosignal.Thismarkis alsoan
audiosignalandcarriesdatathatcanberetrievedfrom thewa-
termarked signal. Ideally, the watermarkshouldnot introduce
any perceptibledegradationin thesignal,which meansthat the
original andthe watermarkedsignalsshouldsoundexactly the
sameto thelistener. To a certainextent,this canbeachievedby
usingpsychoacousticmodelssuchasthosefoundin perceptual
coding[2], [3].

In watermarking-basedintegrity-verificationsystems,the in-
tegrity of a previously watermarkedaudiosignalis determined
by checkingthe integrity of the watermark. We definethree
classesof integrity-verificationsystemsbasedonwatermarking:

1. Methods basedon fragile watermarking, which con-
sistin embeddinga fragilewatermarkinto theaudiosignal(e.g.
a low-power watermark). If the watermarked signal is edited,
the watermarkmustno longerbe detectable.By “edited”, we
understandany modificationthat could corrupt the contentof
a recording. “Cut-and-paste”manipulations(deletionor inser-
tion of segmentsof audio), for example,must renderthe wa-
termarkundetectable.In contrast,content-preservingmanipula-
tions (suchaslossycompressionwith reasonablecompression
ratesor additionof smallamountsof channelnoise)shouldnot
preventwatermarkdetection.

Extremely fragile watermarkscan also be used to verify
whetherasignalhasbeenmanipulatedin any way, evenwithout
audibledistortion. For example,a recordingcompany canwa-
termarkthecontentof its CDswith avery fragilewatermark.If
songsfrom this CD arebit-compressed(e.g.in MPEGformat),
thendecompressedandrecordedon a new CD, the watermark
would not be detectedin the new recording,even if the latter
soundsexactly astheoriginal oneto the listener. A CD player
canthencheckfor thepresenceof this watermark;if no water-
mark is found, the recordinghasnecessarilyundergoneillicit
manipulationsandtheCD is refused.Themainflaw in this ap-
proachis its inflexibility: asthewatermarkis extremelyfragile,
thereis nomargin for therightsownerto defineany allowedsig-
nal manipulations(exceptfor theexactduplicationof theaudio
signal).
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2. Methods basedon semi-fragile watermarking, which
area variationof thepreviousclassof methods.The ideacon-
sistsin circumventingthe excessive fragility of the watermark
by increasingits power. This semi-fragilewatermarkis ableto
resistslight modificationsin the audiosignalbut becomesun-
detectablewhenthe signalis moresignificantlymodified. The
difficulty in thisapproachis thedeterminationof anappropriate
“robustnessthreshold”for eachapplication.

3. Methods basedon robust watermarking, which consist
in embeddingarobustwatermarkinto theaudiosignal.Thewa-
termarkis supposedto remaindetectablein spiteof any manipu-
lationsthesignalmayundergo. Integrity is verifiedby checking
whetherthe information containedin the watermarkhasbeen
corruptedor not. As theoriginal contentof thewatermarkmust
beknown to thesystem,thiscontentmayhaveto bestoredelse-
where.

Watermarking-basedintegrity-verification systemsdepend
entirely on the reliability of the watermarkingmethod. How-
ever, anaudiosignaloftencontainsshortsegmentsthataredif-
ficult to watermarkdueto localizedunfavorablecharacteristics
(e.g.very low poweror ill-conditionedspectralcharacteristics);
thesesegmentswill probablyleadto detectionerrors,particu-
larly after lossy transformationssuchasresamplingor MPEG
compression.In integrity-verificationapplications,this is a se-
riousdrawback,sinceit maynot bepossibleto decidereliably
whetherunexpecteddataarea consequenceof intentionaltam-
peringor “normal” detectionerrors.

B. Fingerprinting-BasedSystems

Audio fingerprinting or content-based identification
(CBID) methodsextract relevant acousticcharacteristicsfrom
a pieceof audiocontent. The result is a perceptualdigest,the
fingerprint, that actsasa kind of digital signatureof the audio
signal. If the fingerprintsof a setof recordingsarestoredin a
database,eachof theserecordingscanbe identifiedby extract-
ing its fingerprintandsearchingfor it in thedatabase.

In fingerprinting-basedintegrity-verificationsystems,the in-
tegrity of anaudiosignalis determinedby detectingchangesin
its fingerprint. Thesesystemsoperatein threesteps:(1) a fin-
gerprintis extractedfrom the original audiorecording,(2) this
fingerprint is storedin a trustworthy database,and (3) the in-
tegrity of a recordingis verifiedby extractingits fingerprintand
comparingit with theoriginalfingerprintstoredin thedatabase.
If the transmissionis digital, thefingerprintcanbesentaspart
of a header[4].

Somefingerprintingmethodsevolve from traditional cryp-
tographichashingalgorithms. An integrity-verificationsystem
canbeimplementedby directly applyingsuchalgorithms:

1. Methodssensitiveto datamodification, basedonhashing
methodssuchasMD5 [5]. This classof methodsis appropriate
whentheaudiorecordingis not supposedto bemodifiedat all,
sincea singlebit flip is sufficient for the fingerprintto change.
Somerobustnessto slight signalmodificationscanbeobtained
by not takinginto accounttheleast-significantbits whenapply-
ing thehashfunction.

In orderto avoid sensitivity to contentpreservingoperations,
therehasbeenanevolution towardscontent-basedfingerprints:

2. Methods sensitive to content modification, basedon fin-
gerprintingmethodsthat are intendedto representthe content
of an audiorecording(suchasAudioDNA [6]). This classof
methodsis appropriatewhentheintegrity checkis notsupposed
to becompromisedby operationsthatpreserveaudiocontent(in
aperceptualpointof view) while modifyingbinarydata,suchas
resampling,lossycompressionor D/A andA/D conversion.

The main disadvantageof fingerprinting-basedmethodsis
theneedof additionalmetadata(theoriginal fingerprint)in the
integrity-checkphase.This requiresaccessto a databaseor the
insertionof thefingerprintin aheader(notappropiatefor analog
audiostreams)[4].

I I I . A COMBINED WATERMARKING-FINGERPRINTING

SYSTEM

Thebranchof integrity-verificationthatcombineswatermark-
ing andfingerprintingis known asself-embedding[4]. Theidea
consistsin extractingthefingerprintof a signalandstoringit in
the signal itself throughwatermarking,thusavoiding the need
of additionalmetadataduringintegrity check.

Somemethodsbasedonthisideahavealreadybeendescribed
in theliterature,particularlyfor imageandvideo[7], [8]. Shaw
proposeda system[9] thatembedsanencryptedhashinto digi-
tal documents,alsoincludingaudio.This approachinheritsthe
limitations of hashingmethodswith respectto fingerprinting:
hashingmethodsaresensitive to contentpreservingtransforma-
tions(seesectionII.B).

We proposean integrity verificationapproachthat combines
a fingerprinting methodrepresentingthe contentof an audio
recordinganda robustwatermarkingalgorithm.Fig. 1 presents
a generalschemeof this mixedapproach.

First,thefingerprintof theoriginalrecordingis extracted;this
fingerprint,viewedasa sequenceof bits, is thenusedasthein-
formationto beembeddedinto thesignalthroughwatermarking.
As the watermarkdoesnot affect the perceptualquality of the
sound,thewatermarkedrecordingshouldhave thesamefinger-
print astheoriginalrecording.Thus,theintegrity of thisrecord-
ing canbeverifiedby extractingits fingerprintandcomparingit
with theoriginal one(reconstructedfrom thewatermark).This
procedurewill bedetailedin thefollowing sections.

A. Requirements

Wementionbelow someof therequirementsthatareexpected
to be satisfiedby the integrity-verificationsystemandits com-
ponents:� the fingerprintshouldnot be modifiedwhentransformations
thatpreserveaudiocontentareperformed;� thewatermarkingschememustberobustto suchtransforma-
tions;� thebit rateof thewatermarkingsystemmustbehigh enough
to codethefingerprintinformationwith strongredundancy;� the methodshouldbe suitablefor usewith streamingaudio,
asthe total lengthof the audiofile is unknown in applications
suchasbroadcasting[10].
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Fig. 1. Block diagramof the mixed approachfor audiointegrity verification:
(a)embedding;(b) detection.

As shown in thefollowing sections,thefirst threerequirements
arefulfilled by thesystem.Thelastoneis alsosatisfied,asboth
thewatermarkandthefingerprintcanbeprocessed“on thefly”.

B. Systemfeatures

Theintegrity-verificationsystemcandetectstructuralmanip-
ulationsof audiosignals,which correspondto thekind of tam-
peringthatmustbeavoidedin thecaseof recordedtestimonies
or interviews. Promisingresultsarealsoobtainedfor otherdis-
tortionsthatperceptuallyaffect thesignal,suchas:� timestretching;� pitchshifting;� filtering;� additionof noise.

The systemis not only able to detecttampering,but it can
alsodeterminetheapproximatelocationwheretheaudiosignal
wascorrupted.

C. Implementation

C.1 FingerprintExtraction

The employed fingerprinting schemeconsidersaudio as a
sequenceof acousticevents. In the caseof speechsignals,

for example, acousticevents can be directly associatedwith
phonemes. In music modeling, however, this associationis
not straightforward. The use of musical notes, for instance,
would presentmuchmorecomplexity, aswe aredealingwith
polyphony; furthermore,music piecesmay also containnon-
harmonicsounds.

The approachconsists in obtaining the relevant acoustic
events— calledAudio DescriptorUnits (ADU or AudioDNA)
— by meansof unsupervisedtraining,i.e.without any previous
knowledgeof musicevents. The trainingprocessis performed
througha modifiedBaum-Welchalgorithmon a corpusof rep-
resentativemusic[11].

Shortly, the systemworks as follows. An alphabetof rep-
resentative soundsis derived from the corpusof audiosignals
(constructedaccordingto the kind of signalsthat thesystemis
supposedto identify). Theseaudiounitsaremodeledby means
of HiddenMarkov Models(HMM).

Theaudiosignalis processedin aframe-by-frameanalysis.A
setof relevant-featurevectorsis first extractedfrom thesound.
Thesevectorsare then normalizedand sent to the decoding
block,wherethey aresubmittedto statisticalanalysisby means
of theViterbi algorithm.Theoutputof this chain— thefinger-
print — is themostlikely ADU sequencefor this audiosignal.
Thisprocessis illustratedin Fig. 2.
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Fig. 2. Fingerprintextraction.

The resultingfingerprint is thereforea sequenceof symbols
(theADUs) andtime information(starttimeandduration).The
numberof differentADUs available to the systemcanbe ad-
justed,aswell astheoutputrate. Thesetupusedin our experi-
mentscorrespondsto 16 diferentADUs (G0,G1, . . . , G15)and
anaverageoutputrateof 100ADUs perminute.

C.2 FingerprintEncodingandWatermarkEmbedding

Each8-s segmentof the audiosignal is treatedindividually
in order to allow for streaming-audioprocessing.The finger-
print is convertedinto abinarysequenceby associatingaunique
four-bit patternto eachof the 16 possibleADUs; thus,the av-
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eragefingerprintbit rate is approximately7 bits/s. In our ex-
periments,the watermarkbit rate is setto 125 bits/s,allowing
the fingerprint information to be codedwith hugeredundancy
(whichminimizestheprobabilityof errorduringits extraction).
A simple repetitioncodeis employed, with a particular6-bit
pattern(011110)servingasa delimiterbetweenrepetitions.To
avoid confusionbetweenactualdataanddelimiters,everygroup
of four or moreconsecutive bits “1” in thedatareceivesanad-
ditional bit “1”, which is suppressedin thedetectionphase.

Fingerprintdatais embeddedinto theaudiosignalby means
of a watermark.The watermarkingsystemusedin our experi-
mentsis representedin Fig.3. Theanalogybetweenwatermark-
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Fig. 3. Watermarkingsystem.

ing anddigital communicationsis emphasizedin thefigure:wa-
termarksynthesiscorrespondsto transmission(with the water-
markastheinformation-bearingsignal),watermarkembedding
correspondsto channelpropagation(with the audio signal as
channelnoise),andwatermarkdetectioncorrespondsto recep-
tion.

The watermarksignal is synthesizedfrom the input databy
a modulator. In order to obtaina watermarkthat is spreadin
frequency (soasto maximizeits power andincreaseits robust-
ness),a codebookcontainingwhite, orthogonalGaussianvec-
tors is usedin themodulator. Thenumberof vectorsis a func-
tion of the desiredbit rate. Eachcodebookentry is associated

with a specificinput binary pattern. The modulatoroutput is
producedby concatenatingcodebookvectorsaccordingto the
inputdatasequence.

To ensurewatermarkinaudibility, the modulatoroutput is
spectrally shapedthrough filtering according to a masking
threshold(obtainedfrom a psychoacousticmodel). This pro-
cedure,repeatedfor eachwindow of theaudiosignal( ± 10ms),
producesthewatermark.Thewatermarkedsignalis obtainedby
addingtogethertheoriginalaudiosignalandthewatermark.

As transmissionand receptionmust be synchronized,the
transmitteddatasequencealsocarriessynchronizationinforma-
tion. This sequenceis structuredin sucha way that detected
data is syntacticallycorrectonly when the detectionis prop-
erly synchronized. If synchronismis lost, it can be retrieved
by systematicallylooking for valid datasequences.This resyn-
chronizationscheme,basedon theViterbi algorithm,is detailed
in [12] and[13].

C.3 WatermarkDetectionandFingerprintDecoding

For eachwindow of thereceivedsignal,thewatermarksignal
is strengthenedthroughWiener-filtering and correlationmea-
sureswith eachcodebookentryarecalculated.Thebinarypat-
ternassociatedwith thecodebookentrythatmaximizesthecor-
relationmeasureis selectedasthereceiveddata.Thesyntactic
consistency of thedatais constantlyanalyzedto ensuresynchro-
nization,asdescribedin theprevioussection.

The output binary sequenceis then converted back into
ADUs. For each8-s audiosegment,the correspondingfinger-
print datais repeatedseveral timesin the watermark(16 times
in average). Possibledetectionerrors (including most errors
causedby maliciousattacks)can then be correctedby a sim-
ple majority rule, providing a replicaof theoriginal fingerprint
of thesignal.

C.4 MatchingandReport

Finally, thefingerprintof thewatermarkedsignalis extracted
(throughthe sameprocedurepresentedin sectionIII-C.1) and
comparedwith theoriginal fingerprintobtainedfrom thewater-
mark. If thetwo sequencesof ADUs matchperfectly, thesystem
concludesthatthesignalhasnotbeenmodifiedafterwatermark-
ing; otherwise,thesystemdeterminestheinstantsassociatedto
thenon-matchingADUs, whichcorrespondtheapproximatelo-
cationswherethe signal hasbeencorrupted. Identical ADUs
slightly shiftedin timeareconsideredto match,sincesuchshifts
may occurwhen the signal is submittedto content-preserving
transformations.

IV. SIMULATIONS

A. Experimentalconditions

Results of cut-and-pastetests are presentedfor four 8-s
test signals: two songswith voice and instruments(signal
“cher”, from Cher’s “Believe”, and signal “estrellamorente”,
a pieceof flamencomusic), onesongwith voice only (signal
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“svega”,SuzanneVega’s“Tom’sdiner”,acappellaversion),and
onespeechsignal(signal“the breakup”,Art Garfunkel’s “The
breakup”). The signalsweresampledat 32 kHz andwere in-
audiblywatermarkedwith a signalto watermarkpower ratio of
23 dB in average.

B. Results

Fig. 4 shows the simulationresultsfor all test signals. For
eachsignal,thetwo horizontalbarsrepresenttheoriginalsignal
(upperbar)andthewatermarkedandattackedsignal(lowerbar).
Time is indicatedin secondson topof thegraph.Thedark-gray
zonescorrespondto attacks: in the upperbar, they represent
segmentsthathave beeninsertedinto theaudiosignal,whereas
in thelower barthey representsegmentsthathave beendeleted
from theaudiosignal. Fingerprintinformation(i.e. theADUs)
is markedovereachbar.

For all signals,the original fingerprint was successfullyre-
constructedfrom thewatermark.Detectionerrorsintroducedby
the cut-and-pasteattackswereeliminatedby exploiting the re-
dundancy of theinformationstoredin thewatermark.

A visual inspectionof the graphsin Fig. 4 shows that the
ADUs in the vicinities of the attacked portions of the signal
werealways modified. ThesecorruptedADUs allow the sys-
tem to determinethe instantof eachattackwithin a margin of
approximately²´³ second.

For the last signal(“the breakup”),we alsoobserve that the
attacksinducedtwo changesin relativelydistantADUs (approx-
imately2 s after thefirst attackand2 s beforethesecondone).
This canbe considereda falsealarm,sincethe signalwasnot
modifiedin thatzone.

V. ADVANTAGES OF THE M IXED APPROACH

In this section,we summarizethe main advantagesof the
mixedapproachin comparisonwith otherintegrity-verification
methods:� No sideinformationis requiredfor the integrity test; all the
informationneededis containedin the watermarkor obtained
from the audio signal itself. This is not the casefor systems
basedsolely on fingerprinting,sincethe original fingerprint is
necessaryduringtheintegrity test.Systemsbasedsolelyonwa-
termarkingmay alsorequiresideinformation,asthe dataem-
beddedinto thesignalcannotbededucedfrom thesignalitself
andmustbestoredelsewhere;� Slight content-preservingdistortionsdo not lead the system
to “f alsealarms”, sincethe fingerprint and the watermarkare
not affectedby thesetransformations.Hashingmethods(such
as MD5) and fragile watermarksgenerallydo not resistsuch
transformations;� In general,localizedmodificationsin the audio signal also
havea localizedeffecton thefingerprint,whichenablesthesys-
temto determinetheapproximatelocationswherethesignalhas
beencorrupted.This is not thecasefor simplehashingmethods,
sincetheeffect of localizedmodificationsmaypropagateto the
entiresignal;� Global signalmodificationscanalsobe detectedby the sys-
tem; in this case,the entirefingerprintwill be modifiedand/or
thewatermarkwill not besuccessfullydetected;

� This methodis well suitedfor streamingaudio,sinceall the
processingcanbedonein realtime.

VI . CONCLUSIONS

In this paper, we have presenteda systemfor integrity ver-
ification of audio recordingsbasedon a combinationof wa-
termarkingandfingerprinting. By exploiting both techniques,
our system avoids most drawbacks of traditional integrity-
verification systemsbasedsolely on fingerprinting or water-
marking. Unlike mosttraditionalapproaches,no sideinforma-
tion is requiredfor integrity verification.Additionally, theeffect
of localizedmodificationsgenerallydo not spreadto therestof
thesignal,enablingthesystemto determinetheapproximatelo-
cationof suchmodifications.Experimentalresultsconfirm the
effectivenessof thesystem.

As next stepsin this research,we will considerpossiblede-
velopmentsin orderto further increaseoverall systemreliabil-
ity, particularlyin whatconcernsfalsealarms(i.e. signalmodi-
ficationsdetectedaftercontent-preservingtransformationsor in
zoneswherethesignalwasnotmodified).Moreefficientcoding
schemeswill alsobe consideredfor fingerprintencodingprior
to embedding.A moreexhastiveevaluationof thesystemto ex-
aminatetheperformancewith respectto ataxonomyof different
modificationsis needed.
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Fig. 4. Simulationresults:(a)signal“cher”; (b) signal“estrellamorente”;(c) signal“svega”; (d) signal“the breakup”.


